Solution Brief

Security Suite

Security & Compliance for IBM i

Comprehensive IBM i
Security, Auditing
& Intrusion Detection

Key
Features

Ransomware Protection
Monitor traffic to your IBM i
through exit point connections
like FTP telnet and ODBC, as well
as socket layer access.

Exit Point Security

Lock down, monitor, and get real-time
notifications about your exit points and
access pre-defined security compliance
reports.

Compliance & Auditing

Easily ensure compliance with industry
standards and streamline auditing processes
for enhanced regulatory adherence.

Data Encryption

Encrypt, mask, and scramble field values so you
can protect your data and comply with security
regulations such as PCl and HIPAA. Get real-time
alerts when sensitive data is accessed.

Intrusion Detection & SIEM Integration
Identify the right data to analyze and get

alerts to security incidents as they occur

to stop intrusions and minimize internal

and external threats.

Multi-Factor Authentication
(MFA)

Implement an extra layer of security
on user account access by requiring
token entry in addition to
passwords.

Business-critical data on IBM iis not immune to
ransomware, cybercrimes, and data theft. Key areas
of exposure include the files and directories in
your IFS and network connectivity such as ODBC,
FTP, web server applications, and other socket
connections.

The Fresche Security Suite is used daily by Fortune
500 and Global 200 companies to increase
governance and compliance, mitigate risk, and
deliver greater operational efficiency.

All-Inclusive
Subscription

$833 / month (billed annually per server (P05,
P10, P20, P30)
What's included:
- Full access to all Fresche Security Suite
features and modules
- Unlimited users
- Technical support & onboarding
- No upgrade/transfer fees



Solutions

Audit

Security Auditing

- Security Compliance Regulation
Report Cards

- Security & Configuration Reports

- Data-level Auditing and Reporting

- Privileged User / Job Activity Monitor

- Authority Collection Integration

Secure

Security Management

& Access Controls

- Network/Exit Point Security

- Object & IFS Security

- Privileged Access Management

- Inactive Session Lockdown

- Enhanced User Profile Management
- Command Security

- System Value Management

About Fresche

Detect

Security Event Monitoring

& Alerting

- Advanced SIEM Integration

- Email Alert Notifications

+ History Log Monitor

« Message Queue Monitor

« Security Audit Journal QAUDJRN

Monitor

- Command Monitor

Encrypt

Database Field Protection

- Sensitive Field Identification Assistance
- Field-level Encryption

- Masking

- Data Scrambling

Pioneers in IT modernization, Fresche manages, modernizes, and maximizes the value of IBM i business-critical
systems. Our winning IP and proven solutions in Modernization, Cloud, Software and Application Services, and
Strategy have earned the trust of global leaders from 2500+ companies.

Transform your IT challenges into future growth and innovation with Fresche Solutions.
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